RED HAT LINUX COMMANDS CHEAT SHEET

Rep HAT Linux CoMMANDS CHEAT SHEET

Rep HAT LINUX IS ONE OF THE MOST POPULAR LINUX DISTRIBUTIONS, WIDELY USED IN ENTERPRISE ENVIRONMENTS DUE TO ITS
STABILITY, SECURITY, AND SUPPORT. FOR USERS AND ADMINISTRATORS ALIKE, BECOMING PROFICIENT IN USING THE COMMAND
LINE INTERFACE (CU) IS ESSENTIAL FOR EFFECTIVE SYSTEM MANAGEMENT AND TROUBLESHOOTING. THIS ARTICLE SERVES AS A
COMPREHENSIVE CHEAT SHEET FOR RED HAT LiNuXx COMMANDS, COVERING VARIOUS ASPECTS INCLUDING FILE MANAGEMENT,
SYSTEM MONITORING, USER MANAGEMENT, AND NET W ORKING.

FiLe MANAGEMENT COMMANDS

FILE MANAGEMENT IS A FUNDAMENTAL ASPECT OF USING ANY OPERATING SYSTEM. IN RED HAT LINUX, THE FOLLOWING
COMMANDS ARE ESSENTIAL FOR NAVIGATING AND MANIPULATING FILES AND DIRECTORIES.

Basic FiLe CoMMANDS

1.Ls - LIST DIRECTORY CONTENTS.

- SYNTAX: ‘LS [oPTIoNs] [FILE[DIRECTORY]'
- COMMON OPTIONS:

- '-L": LONG LISTING FORMAT

- '-A": INCLUDE HIDDEN FILES

- '-H': HUMAN-READABLE SIZES

2. cD - CHANGE THE CURRENT DIRECTORY.
- SYNTAX: ‘cD [DIRECTORY]'
- ExAaMPLE: ‘cD /vAR/LOG'

3. PWD - PRINT THE CURRENT WORKING DIRECTORY.
- SYNTAX: 'PWD'

4. MkDIR - CREATE A NEW DIRECTORY.
- SYNTAX: 'MKDIR [DIRECTORY NAME]'
- EXAMPLE: 'MKDIR NEW_FOLDER'

5. RMDIR - REMOVE AN EMPTY DIRECTORY.
- SYNTAX: 'RMDIR [DIRECTORY_ NAME]'

6. RM - REMOVE FILES OR DIRECTORIES.

- SYNTAX: 'RM [oPTIONS] [FILE[DIRECTORY]'

- COMMON OPTIONS:

- '-R": REMOVE DIRECTORIES AND THEIR CONTENTS RECURSIVELY
- '-F": FORCE REMOVAL WITHOUT PROMPT

7. cp - COPY FILES AND DIRECTORIES.

- SYNTAX: ‘cP [OPTIONS] SOURCE DESTINATION'
- COMMON OPTIONS:

- '-r": COPY DIRECTORIES RECURSIVELY

- '-I': PROMPT BEFORE OVERWRITE

8. MV - MOVE OR RENAME FILES AND DIRECTORIES.
- SYNTAX: ‘MV [OPTIONS] SOURCE DESTINATION'
- EXAMPLE: ‘MV FILE.TXT /HOME/USER/DOCUMENTS/"



9. ToucH - CREATE AN EMPTY FILE OR UPDATE THE TIMESTAMP OF AN EXISTING FILE.
- SYNTAX: 'TOUCH [FILE_NAME]'

FiLe VIEWING AND EDITING COMMANDS

1. cAT - CONCATENATE AND DISPLAY FILE CONTENT.
- SYNTAX: 'CAT [FILE_NAME]'

2. LESS - VIEW FILE CONTENT ONE SCREEN AT A TIME.
- SYNTAX: 'LESS [FILE_NAME]'

3. MORE - VIEW FILE CONTENT WITH PAGINATION.
- SYNTAX: 'MORE [FILE_NAME]'

4. NANO - OPEN A SIMPLE TEXT EDITOR IN THE TERMINAL.
- SYNTAX: 'NANO [FILE_NAME]'

5. vI - OPEN THE ADVANCED TEXT EDITOR.
- SYNTAX: VI [FILE_NAME]'
- BASIC cCOMMANDS:
- "I ENTER INSERT MODE
- ‘Esc': EXIT INSERT MODE
- w': SAVE CHANGES
\ \
-Q: QuIT

SyYsTEM MoNITorING COMMANDS

MONITORING SYSTEM PERFORMANCE AND RESOURCE USAGE IS CRUCIAL FOR MAINTAINING A HEALTHY ReED HAT Linux
ENVIRONMENT. THE FOLLOWING COMMANDS ARE USEFUL FOR SYSTEM ADMINISTRATORS.

ProcEss MANAGEMENT

1. PS - REPORT A SNAPSHOT OF CURRENT PROCESSES.
- SYNTAX: 'Ps [oPTIONS]'

- COMMON OPTIONS:

- -AUX': SHOW ALL PROCESSES IN DETAIL

2. ToP - DISPLAY REAL-TIME SYSTEM PROCESSES AND RESOURCE USAGE.
- SYNTAX: ‘TOP'

3. HTOP - AN ENHANCED VERSION OF 'TOP' WITH A MORE USER-FRIENDLY INTERFACE (MAY NEED TO INSTALL).
- SYNTAX: ‘HTOP'

4. KILL - TERMINATE A PROCESS BY ITS PID.
- SynTax: ‘kiLL [PID]

5. PKILL - KILL PROCESSES BY NAME.
- SYNTAX: 'PKILL [PROCESS_NAME]'

6. JoBs - LIST ACTIVE JOBS IN THE CURRENT SESSION.
- SYNTAX: ‘JoBS'



Disk UsAGE AND SYSTEM INFORMATION

1. oF - DISPLAY DISK SPACE USAGE.
- SYNTAX: 'DF [oPTIONS]'

- COMMON OPTIONS:

- '-H": HUMAN-READABLE FORMAT

2.DU - ESTIMATE FILE AND DIRECTORY SPACE USAGE.
- SYNTAX: ‘DU [oPTIONS] [DIRECTORY]'

- COMMON OPTIONS:

- '-H": HUMAN-READABLE FORMAT

- '-5": SUMMARIZE TOTAL SPACE USED

3. FREE - DISPLAY MEMORY USAGE.
- SYNTAX: ‘FREE [oPTIONS]'

- COMMON OPTIONS:

- '-H': HUMAN-READABLE FORMAT

4. UNAME - DISPLAY KERNEL AND SYSTEM INFORMATION.
- SYNTAX: 'UNAME [oPTIONS]'

- COMMON OPTIONS:

- '-A": SHOW ALL AVAILABLE SYSTEM INFORMATION

User MANAGEMENT COMMANDS

MANAGING USERS AND GROUPS IS ANOTHER CRITICAL TASK IN SYSTEM ADMINISTRATION. THE FOLLOWING COMMANDS WILL HELP
YOU HANDLE USER ACCOUNTS EFFECTIVELY.

User COMMANDS

1. USERADD - CREATE A NEW USER.
- SYNTAX: 'USERADD [oPTIONS] [USERNAME]'
- EXAMPLE: 'USERADD -M NEWUSER'

2. pASSWD - CHANGE A USER'S PASSWORD.
- SYNTAX: 'PASSWD [USERNAME]'

3. USERMOD - MODIFY A USER'S ACCOUNT.
- SYNTAX: 'USERMOD [oPTIONS] [USERNAME]'
- COMMON OPTIONS:
\ \
- *-AG [GrouP]': ADD USER TO A GROUP

4. USERDEL - DELETE A USER ACCOUNT.
- SYNTAX: 'USERDEL [oPTIONS] [USERNAME]"

Group COMMANDS

1. GRouPADD - CREATE A NEW GROUP.
- SYNTAX: 'GROUPADD [GROUP_NAME]'

2. GROUPDEL - DELETE A GROUP.
- SYNTAX: 'GROUPDEL [GROUP_NAME]'



3. GROUPS - DISPLAY THE GROUPS A USER BELONGS TO.
- SYNTAX: 'GROUPS [USERNAME]'

NeTWORKING COMMANDS

NETWORKING IS FUNDAMENTAL TO SYSTEM ADMINISTRATION, AND ReD HAT LINUX PROVIDES VARIOUS COMMANDS TO MANAGE
AND TROUBLESHOOT NETWORKS.

NeTWOoRrRk CONFIGURATION

1. 1P - SHOW AND MANIPULATE ROUTING, DEVICES, POLICY ROUTING, AND TUNNELS.
- SynTAX: ‘P [oPTIONS]'
- EXAMPLE: 'IP ADDR SHOW'

2. IFCONFIG - CONFIGURE A NETWORK INTERFACE (DEPRECATED IN FAVOR OF ‘IP").
- SYNTAX: IFCONFIG [INTERFACE] [oPTIONS]'

3. PING - CHECK CONNECTIVITY TO A HOST.
- SYNTAX: 'PING [HOSTNAME|IP]'

4. NETSTAT - DISPLAY NETWORK CONNECTIONS, ROUTING TABLES, INTERFACE STATISTICS, AND MORE.
- SYNTAX: 'NETSTAT [oPTIONS]'

- COMMON OPTIONS:

- "-TULN': SHOW LISTENING PORTS

5. TRACEROUTE - TRACE THE ROUTE PACKETS TAKE TO A NETWORK HOST.
- SYNTAX: 'TRACEROUTE [HOSTNAME|IP]'

6. NsLookuP - QUERY DNS To OBTAIN DOMAIN NAME OR |P ADDRESS MAPPING.
- SYNTAX: 'NSLOOKUP [DOMAIN]'

PAckAGE MANAGEMENT COMMANDS

ONE OF THE STRENGTHS OF RED HAT LINUX IS ITS PACKAGE MANAGEMENT SYSTEM, WHICH SIMPLIFIES SOFT\WARE INSTALLATION
AND UPDATES.

YUM/DNF CoMMANDS

1. YUM - PACKAGE MANAGEMENT UTILITY FOR INSTALLING, UPDATING, AND REMOVING SOFTW ARE.
- COMMON COMMANDS:

- 'YUM INSTALL [PACKAGE]'": INSTALL A PACKAGE

- 'YUM UPDATE": UPDATE ALL PACKAGES

- 'YUM REMOVE [PACKAGE]': REMOVE A PACKAGE

2. DNF - THE NEXT-GENERATION PACKAGE MANAGER, USED IN NEWER VERSIONS OF RED HAT.
- COMMON COMMANDS:

- 'DNF INSTALL [PACKAGE]'

- 'DNF UPDATE'

- 'DNF REMOVE [PACKAGE]'



CoNcCLUSION

MASTERING THE COMMAND LINE IS AN ESSENTIAL SKILL FOR ANYONE WORKING WITH RED HAT LINUX. THIS CHEAT SHEET
PROVIDES A QUICK REFERENCE TO THE MOST COMMONLY USED COMMANDS, HELPING USERS NAVIGATE FILE SYSTEMS, MONITOR
SYSTEM PERFORMANCE, MANAGE USERS, TROUBLESHOOT NETWORKS, AND MANAGE SOFTW ARE PACKAGES. FAMILIARITY WITH
THESE COMMANDS WILL SIGNIFICANTLY ENHANCE YOUR ABILITY TO OPERATE EFFECTIVELY WITHIN THE RED HAT LINUX
ENVIRONMENT. AS YOU GAIN EXPERIENCE, YOU CAN EXPLORE MORE ADVANCED COMMANDS AND SCRIPTING TO AUTOMATE TASKS
AND IMPROVE EFFICIENCY.

FREQUENTLY AskeD QUESTIONS

\WHAT IS THE PURPOSE OF THE "YUM' COMMAND IN ReD HAT LiNUX?

THE "YUM" COMMAND IS USED FOR PACKAGE MANAGEMENT IN RED HAT LINUX, ALLOWING USERS TO INSTALL, UPDATE, AND
REMOVE SOFTWARE PACKAGES FROM THE SYSTEM.

How DO YOU CHECk THE CURRENT VERSION OF Rep HAT LiNnux?

Y OU CAN CHECK THE CURRENT VERSION OF RED HAT LINUX BY RUNNING THE COMMAND ‘CAT /ETC/REDHAT‘RELEASEI IN THE
TERMINAL.

\WHAT COMMAND IS USED TO START , STOP, OR RESTART SERVICES IN Rep HAT Linux?

THE 'SYSTEMCTL' COMMAND IS USED TO MANAGE SERVICES. FOR EXAMPLE, 'SYSTEMCTL START <SERVICE_NAME>I TO START A
SERVICE.

How CAN YOU VIEW THE DISK USAGE OF A SPECIFIC DIRECTORY?

Y OU CAN VIEW THE DISK USAGE OF A SPECIFIC DIRECTORY USING THE COMMAND ‘DU ~SH <DIRECTORY_PATH>/.

\W/HAT IS THE COMMAND TO DISPLAY NET\WORK CONFIGURATION IN RED HAT LiNnux?

THE COMMAND ‘IP ADDR’ OR 'IFCONFIG’ CAN BE USED TO DISPLAY THE NETWORK CONFIGURATION IN RED HAT LINUX.

How DO YOU FIND AND KILL A PROCESS BY NAME IN RED HAT LiNux?

Y OU CAN FIND AND KILL A PROCESS BY NAME USING 'PKILL <PROCESS_NAME>II WHICH WILL TERMINATE ALL PROCESSES
MATCHING THE NAME.
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